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This White Paper will address the concerns raised at Cohasset’s MER 2003 Conference (MER: Managing Electronic Records), as they currently apply to ABC Technology LLC.
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	The Liability of Current Practices

The wide scope of litigation discovery.

Our current focus on retention compliance leaves ABC vulnerable to litigation that calls for electronic discovery 


	ABC’s Records and Information Management Program was established in 1994, after the Corporation had been doing business for 15 years.  [In 2000 the name was changed to Information Asset Management (IAM).]

Records Management practices were applied to new records from that date forward, and also retroactively to records created in the prior 15 years, as well as to records inherited from the various mergers and acquisitions in that period (Imprimis, Conner, Crystal, Quinta, etc.).

Almost all of these records are paper.  85% of all records originate electronically, yet 90% of the companies surveyed still use paper as the medium for their official records. [Cohasset, AIIM and ARMA survey, September 2003]

Litigation discovery may potentially include all company information, paper or electronic; whether it be considered an official record, a copy, or a non-record; regardless of media or application; and can include email, back-up tapes, laptops and desktop computers, as well as network storage arrays, web pages, and databases.

The focus of ABC’s IAM Program has been, in part, to ensure the preservation of records for as long as they are required by legal regulations, regulatory authorities, or business needs.  This has been achieved using the only practical method available until quite recently: the final version of an electronic document is printed, declared to be the official record, and sent to archive storage for the extent of it’s retention period.  These archived records are tracked at the box level in a Records Management database.

However, industry and legal experts advise a shift in focus: away from traditional retention compliance, and towards risk minimization.

E-mail and e-documents represent the back door through which ABC is vulnerable to discovery requests.  This unmanaged information is either allowed to exist too long, or is deleted ad hoc at the whim of the individual users.


	Current Status of RM Programs in General

The current status of corporations around the world may be highlighted in a survey sent to all the members of Cohasset, AIIM and ARMA* in September, 2003
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* Cohasset: consulting associates; AIIM: Association of Information Imaging Management; ARMA: Association of Records Managers and Administrators – virtually all Records Managers belong to one or more of these organizations, and AIIM and ARMA claim international membership.
	ABC’s information asset management program is actually ahead of the curve when compared to most companies worldwide.  Since the advent of the personal computer two decades ago, electronic documents and email have proliferated at a staggering rate.  Easy to create, cheap to store.

All forms of business are struggling to adapt to the sudden blizzard of electronically generated documents.

The survey revealed the following statistics about companies:

have a records management program

their data exists electronically

electronic data never gets printed to paper

have no means of managing electronic documents

do not include e-documents in their records retention schedule

have no policy for e-mail

can apply litigation holds to their records generally, but only  

can apply litigation holds to their e-documents

IT is responsible for the day-to-day management of electronic documents

IT does not understand nor apply information lifecycle management (e.g. retention, destruction per policy, etc.)

IT is not represented in any phase of their Records Management Program

It does not matter if our “official records” are retained per a retention schedule and then destroyed per policy in the normal course of business – if copies exist on back-up tapes, PC hard drives, network servers, or e-mail attachments, they are subject to discovery and must be produced.

Plaintiffs today know that most companies are vulnerable to 

“e-discovery.”  In fact, there is an increasing tendency to request electronic documents only, and ignore paper records.

In the wake of the Sarbanes-Oxley Act, authorities tend to require more accountability from corporations, and are less sympathetic to the hardships that accompany e-discovery.


	The Special Elements of Electronic Discovery

For example:

One example of the time involved to review an accumulation of email – ABC has many times this number
	In the past, a plaintiff’s discovery request would never consider targeting every bit of paper owned by a company.  However, it is not uncommon today to find courts ruling that companies review ALL their electronic records, no matter where they reside, no matter what the cost.

· A court recently ordered a company to review the contents of all their 25,000 desktop PC hard drives.

· When Microsoft claimed financial hardship related to producing e-mail on back-up tapes, the court’s response was, to paraphrase: you chose the storage method originally, you have to pay for the retrieval difficulties in consequence. 

E-mail, and electronic revisions leading up to a final version of a document, tend to be less formal – and more truthful – than a paper print-out that represents an “official record.”  Plaintiffs hope to find “smoking guns,” but even innocent comments may be used to disadvantage when used out of context.

E-documents contain formulas and notes and metadata that are not viewable in paper print-outs.

It is faster, cheaper, easier and more thorough to conduct discovery using electronic tools and processes with electronic documents.

Litigation holds that are rigorously applied to paper records, are often not applied to e-documents (as seen in the previous survey results, only 35% have the means to apply e-holds).

Official records that are deleted per a Corporate Retention Schedule can often be found in electronic form elsewhere.

· To review 20 million e-mail at the rate of one e-mail per second takes 7.7 months to complete.  The computer makes it too easy to produce and store e-mail and e-documents.

· Defendants often cannot comply with the timelines set in discovery, nor afford the costs of recovery and review.

· Plaintiffs know that defendants will often reach a settlement because they cannot meet the deadline nor afford the costs.  Unmanaged e-documents now have proven “nuisance value.”

	A Unified Solution

A typical all-in-one solution

Any document management system, whether it be developed internally, or procured externally, should have these minimum 

Records Management capabilities
	As the challenge of electronic records grows, the conventional understanding of the problem and the solution also evolves.

Software application vendors have dramatically adapted and evolved in just the past decade.  Several different companies once offered individual solutions for a variety of processes:

Content Management

Knowledge Management

Imaging Management

Web Content / Object Management

Case Management

Document Management

Records Management

We now find software vendors merging and/or adopting the application solutions of their competitors, and producing a product that incorporates most of the processes above.

A typical solution is an electronic document management system that includes records management properties, and features a collaboration platform, approval and routing workflow, and object tracking (archive boxes) – all in one package.  Such a solution will usually include e-mail.

Our thinking at ABC will also have to experience a conceptual evolution.  We need to unify and complement the different initiatives that are working in parallel channels to achieve similar goals.  Examples include:

Enterprise Business Intelligence

Data Governance Council

Enterprise Data Warehouse

Collaboration Platform (e2open)

and repositories such as Seascape, IX and FIS

They share in common a mission to develop a way to provide “the right information to the right people at the right time.”

The solution should include some minimum RM features:  

· Ability to apply a retention schedule to their data

· Ability and intention to destroy or delete data as appropriate

· One or more linked repositories that provide access to all documents, limited only by a user’s specific permissions

· Simple deposit, search and retrieval tools

· Secure and reliable audit history logs to ensure e-documents may be accepted as evidence in a court of law

	Opportunities for Growth

The features of an Electronic Discovery Model

Conclusion:
	This paper does not intend to recommend any particular software application solution.  Instead, this paper seeks to inform the reader of the serious and immediate need for some sort of solution to address the areas in which ABC remains vulnerable.

We MUST be able to apply lifecycle management to our e-mail and e-documents.  If we cannot achieve this with all documents at the moment of creation, we should at least be able to capture all versions that are declared to be “records.”

We must be able to use automated electronic tools to locate all e-mail and e-documents relevant to a litigation.  At the same time, we must enforce a policy that will eliminate all paper and electronic copies of e-mail and e-documents that are not included in the repository, before we are served with notice of a pending litigation.

We must be able to apply litigation holds to e-mail and e-documents.  We must be able to demonstrate compliance.

We must diminish our discovery risks, including:

· Improper retention of e-mail (keep only e-mail content that contains business value)

· Improper definition and retention of back-up tapes

· Uncontrolled volume and distribution of distributed data

We must prepare for the future and develop an Electronic Discovery Model, a general blueprint that will enable us to:

· Identify all relevant documents from all potential sources,

· collect, process, review and produce these documents, 

· defend the management system and the collection process, 

· defend the documents themselves as valid, viable evidence. 

IT must partner with IAM in information management.  The solutions are increasingly technical and the scope is across the entire enterprise.  Cross-functional representation is the key.

Whether we develop an in-house solution (such as e2open or EDW) or purchase a vendor solution, we need the functionality identified above – and we need it sooner, rather than later.






































































































