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Introduction

The management of digital content is a relatively new field.  A thorough investigation of worldwide information and records management industry standards has yielded few firm guidelines for the management of web content.  The standard foundation continues to be the consistent application of information management practices per documented company policies to information assets of legal, regulatory, fiscal, operational and administrative value.  General policies and practices apply to digital content that may be considered to have value as information assets.

Business considerations play a major role in the management of web content.  Other considerations include a process designed to function with practical efficiency using a Web Content Management tool that is easy to learn and use.

This document includes our recommendations for the archiving and retention of web content, and is supplied in response to requests for guidance from the Web Content Management Program Team.  

First, however, to put the recommendations in proper context, it is necessary to explain the basic principles of records retention, define the web objects under consideration, explore the special considerations for web content in a business environment, and share input gathered from various industry sources.

The Principle of Retention - What is a Retention Period?

ABC is legally bound to keep certain types of records for certain periods of time.  For example, in the United States we keep “sales order packets” for 6 years, “payroll records” for 7 years, and “engineering logbooks” for 17 years.  ABC has compiled a Records Retention Schedule which details the retention periods for every kind of record kept by ABC, and has expanded that Schedule to take into account the legal requirements of every country in which ABC keeps records, worldwide.  The retention for web content is dictated by the retention requirements of the country in which the web server is located.

An example of a retention period that would be familiar to the average tax-paying citizen involves our annual income tax statement.  We state on the tax form certain facts concerning our income, mortgage payments, charitable contributions, and so on.  In the United States, the Internal Revenue Service can audit those claims any time within seven years from the date of filing your tax statement.  If you cannot produce your supporting documentation, you are liable to suffer the consequences.  But it is not open ended.  Even the IRS cannot expect you to produce documents beyond a retention period of seven years.

In a similar way, ABC is legally bound to retain certain types of records for certain periods of time.  In the example above, documents that support tax statements have a retention period of seven years in the United States.  In China we have to keep these documents for 15 years and in Thailand we have to keep them for 10 years.

In addition to legal requirements, ABC may construct retention periods based on business needs, as well as other fiscal or regulatory considerations.  This is especially true for web content.  A business unit may determine that it requires a digital “snapshot” each time a modification is made to a web page, while another business unit may choose to keep their website unchanged, and thus not archived, for the next five years.

The Elements of a Web Page

An information management program has to first evaluate each type of object posted on a web page.  Java script and style sheets contribute to the construction of elaborate and complicated web pages, but most pages can be reduced to a collection of basic elements:

· The body of the page: HTML code forming frames and tables, into which the web objects are inserted

· Text: posted within the body of the web page

· Images and photos: high resolution jpg files (can include static images of text)

· Graphic images: low resolution gif files, including logos, bullets and buttons

· Animated gifs: several gifs run in series to simulate movement; also Flash animated sequences

· Links to other web pages

· Links to documents: files originated in applications such as Word, Excel and Visio and saved on the server in low memory Adobe PDF format

· Dynamic templates fed by data sources

Special Considerations for Web Content in a Business Environment

All web content posted to a web server was originally created in a different platform, therefore all web content is by definition a “copy.”  In normal information management environments, original records are subject to retention, while copies are generally disposed of when they are no longer actively needed.  The question of retention for web content is thereby influenced by the retention applied to the originals.

Original documents that are created in a MS-Office application are subject to the current Information Asset Management policies and procedures.  Until ABC installs a system that will capture documents electronically at the point of creation, our management of inactive records requires a paper print-out of the document, which is sent into archive storage and subject to a retention period based on its record series.  The copy of the original document that is saved in an Adobe PDF format and posted to a web server is not, of itself, subject to retention.  However, we recommend that the same retention be applied to these files as applied to the rest of the web page, since these documents accompany and support the “look and feel” of the web page as a whole.

Web pages are created in HTML, and usually include text imbedded in the page, as well as graphic objects and images drawn from style sheets and other sources.  Web pages posted to a web server are also copies, by definition.  However, unlike original documents, it is not practical to capture web pages and the elements that fill those pages (provided by style sheets and other sources) in a hard copy format.  Therefore, we recommend that the archiving and retention of web pages be maintained at the electronic level, and that these practices begin when the web objects of a page or the web page itself are removed from live view on a web server.

It may be determined necessary for business purposes to reproduce the “look and feel” of a web page for any selected time period (daily, weekly, monthly, whenever a change is implemented, etc.).  In an effort to reproduce the “look and feel” of a web page for any given moment, it may be necessary to include items that, in the past, were not normally thought to be “records” or “information assets,” such as bullets, arrows, and other web objects that do not normally contain business or regulatory value.  Every web object will be captured nonetheless to support the integrity of the page.  We recommend that a web page is captured electronically as an HTML file (they usually have a very small file size of approximately 20 KB), but it is also necessary to capture the style sheets and other web objects that populate that web page.  In this way the integrity of the web page – the “look and feel” – is maintained.

For example: a business unit determines that the text of a warranty statement needs to be captured each time the warranty statement on the website is changed.  This requirement will enable the business unit to meet customer claims with evidence that the warranty statement was indeed posted on the website, and thus was in effect, on any particular day.  The same example may be applied to customer price lists, to product descriptions, to employment opportunities, and similar business postings.

Other considerations: in addition to static text written into the HTML code of a web page, content may be inserted dynamically from a database source behind the website.  The U.S. National Archives and Records Administration requires of it’s own website only that the name of the source database be given when a snapshot is taken of a website (please see the last quote in the “Quotes” section of this document for the exact wording of this internal policy). 

Websites also may contain “public domain” items (clipart of Victorian Christmas scenes, to name one example).  These items are not normally subject to retention, but may also be captured in a “snapshot” to support the “look and feel” of the web page as a whole.

Recommendations
Taking into consideration the requirements of the business unit, the need for a user-friendly Web Content Management tool that is easy to learn and use, and a practical functionality in the design of the Web Content Management tool and its process flow, the Information Asset Management group makes the following recommendations:

1. A web object is considered active as long as it resides on a live web page (the number of hits received by that page is irrelevant for archival purposes).

2. A web object becomes inactive when it is removed from the web page, or when the web page itself is removed from the web server and from public/intranet view.

3. Retention is applied when the web object becomes inactive and enters the archive repository.

4. All web objects are subject to retention if the web page is captured as a single unit (for the “look and feel” of that page at any given moment).

5. Snapshots of entire web pages may be made at any time and sent into archive, at which point it will be subject to retention, but this determination is made by the business unit in fulfilment of business requirements defined by the business unit.

6. ONLY text objects, image objects and linked documents are subject to retention, except when included in a snapshot of the entire web page.  Links, graphics, and static HTML code are not subject to retention as individual web objects.

7. All web objects are subject to a retention period of two years* from the date it becomes inactive.

8. Archived web objects may be automatically deleted when the retention period expires without further review.

9. Transactions generated through a website will be captured at a later date when structured data is archived via the Electronic Media Tracker.

10. The Web Content Management tool may choose to archive web objects in the repository in chronological order.  (Purging may then simply be a process that deletes items with a date in excess of two years.)

11.  If this scenario is acceptable, metadata collection and scripts to capture and calculate retention formulas are not required.

* (Note for item 7) This is compatible with current retention requirements for Marketing – Advertisements.  Business documents linked to a web page are copies and as such are not subject to retention requirements, but they are retained as web objects to support the integrity of the web page.  Business units continue to have a responsibility to ensure that original versions of business documents will be archived per standard corporate policies currently in effect.

Industry Quotes Concerning Web Content and Retention
“Technology for managing intranets and web pages is rapidly emerging onto the marketplace.  One view of these technologies might be that they are a presentation or distribution mechanism for internal resources already created (or being created) within an organization. … When it was possible to see web pages as passive reflections of organizations, much like brochures or public relations material, we could safely leave these resources alone … Web pages have developed rapidly into tools for business.  The delivery of services on-line has critically changed the requirements for records professionals’ involvement.  Transactions generated through interactive e-business applications are records.  The instance of the delivery of a service generates a record.” – Barbara Reed, Records and Information Management Report, Vol. 17, No. 8, Pg. 4-5
“The first international standard for records management, formally titled ISO 15489 … published by the International Organization for Standardization (ISO) … ISO 15489 is meant to comply with other relevant international standards, such as the ISO 9000 series of quality management standards … There are 11 parts to the standard … Part 9: Processes and Controls … Here there are broad concepts to be used in determining retention periods.  There have been many books and articles about determining retention periods, especially with respect to the legal questions surrounding disposition.  The standard does not seem to reflect recent discussion with respect to electronic records.  It is clear, however, that records should be kept to meet current, legal, and future business needs and, finally, to meet current and future stakeholder needs.  ISO 15489 explicitly does not address archival issues.” {Italics added}

- James C. Connelly, CRM, The Information Management Journal, Vol 35, No. 3, Pgs 26 & 30.

“In general, any e-document retention policy should be consistent with – and ideally part of – the general document retention policies for the business.  Employees should not have to learn one set of rules and principles for paper documents and another set for electronic documents … One general goal of e-document retention may be to ensure that all necessary records are retained and to make it easy to demonstrate to government authorities that record keeping requirements have been met.”

- Steven C. Bennett, Infopro, Vol. 3, No. 3, Pg 43

“Records need to be kept to satisfy business and accountability requirements and community expectations.  Like other records, websites will need to be kept for differing times depending on the context of their creation.

“Commonwealth agencies need to make and keep records that accurately document their public web resources over time, so that it is possible to reliably establish the content of their websites at any particular point in time from the past. 

“A single exception to the public website rule is the case of public gateway or ‘portal’ sites.  Such sites comprise many links to other online resources – particularly external sites – and have little or no value-added content of their own. As such, they are unlikely to be required long term for business or archival purposes.”  {Italics added}

- The National Archives of Australia

A one-time snapshot of your agency's public Internet web site, taken on or before January 20, 2001.  The snapshot needs to include all of the documents available to the public that are located on the agency's web server(s). In other words, the documents must be internal or contiguous to the web site. The snapshot should not include documents located on external servers to which the web site links. The agency should

terminate those links.  Where the site or a page on the site is dynamic (i.e., the content exists in a database that serves the content through templates) take a snapshot of the template.  Explain in the documentation that the file is a template that draws the information from a previously linked database (and give the title of the database) which is not included in the snapshot.”

- Guidelines to Agencies on Preserving a Snapshot of Their Web Sites at the End of the Clinton Administration, National Archives and Records Administration (U.S.A.)

 “Traditionally, the view was that the lawsuit should be maintained at the written communication’s ‘place of publication.’ … The court disagreed, saying, ‘publication does not occur unless and until a defamatory meaning is conveyed to the reader’ …  Publication on the Internet clearly raises new problems and challenges …” 

– George Pike, Information Today, Vol. 18, Issue 11, Pg 20-21
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